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Unclassified.  Not cleared for Public Release SAF/CNZ

17 NIST SP 800-171 Security Requirements are the same as:
CMMC 2.0 Level 1 Security Requirements and the same as
FAR 52.204-21 Security Requirements

Same/Same/Same
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17 Controls to Assess and 
Document

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2022-0373,  27 Jan 2022
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FAR 21 Requirement NIST SP 800-171 Equivalent 
Requirement NIST SP 800-171 Language

Laundry List of Artifacts which are meant to give you ideas of what kind of 
Objective Proof you can supply on each of the 110 requirements

 Documented policies, standards & procedures

 Supporting documentation to demonstrate how (software, hardware, etc.) is 

properly & securely implemented

 Screen shot of everything that could provide objective proof 

 Documents or screenshot which demonstrate a capability

 Documents or screenshot to show how software or hardware are properly and 

securely configured

 Screen Shots groups and membership assignment

 Documentation to demonstrate change management practices 

reviewed/approved

 Data Flow Diagram (DFD)

 Screen shot of firewall rules with business justification

 Documentation of role-based security training being performed

 Screen shot of access control settings

 Screen shot of AD settings, or other IAM interface

(b)(1)(i) 3.1.1
Technical Control

Limit information system access to authorized users, processes 
acting on behalf of authorized users or devices (including other 

information systems).

(b)(1)(ii) 3.1.2
Technical Control

Limit information system access to the types of transactions and 
functions that authorized users are permitted to execute.

(b)(1)(iii)
3.1.20

Technical Control
Administrative Control

Verify and control/limit connections to and use of external
information systems.

(b)(1)(iv) 3.1.22
Administrative Control

Control information posted or processed on publicly accessible
information systems.

(b)(1)(v) 3.5.1
Technical Control

Identify information system users, processes acting on behalf of 
users or devices.

* One solution, could be others.
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FAR 21 Requirement NIST SP 800-171 Equivalent 
Requirement NIST SP 800-171 Language

Laundry List of Artifacts which are meant to give you ideas of what kind of 
Objective Proof you can supply on each of the 110 requirements

 Documented policies, standards & procedures

 Supporting documentation to demonstrate how (software, hardware, etc.) is 

properly & securely implemented

 Screen shot of everything that could provide objective proof 

 Documents or screenshot which demonstrate a capability

 Documents or screenshot to show how software or hardware are properly and 

securely configured

 Screen Shots groups and membership assignment

 Documentation to demonstrate change management practices 

reviewed/approved

 Data Flow Diagram (DFD)

 Screen shot of firewall rules with business justification

 Documentation of role-based security training being performed

 Screen shot of access control settings

 Screen shot of AD settings, or other IAM interface

(b)(1)(vi) 3.5.2
Technical Control

Authenticate (or verify) the identities of those users, processes or 
devices, as a prerequisite to allowing access to organizational 

information systems.

(b)(1)(vii)
3.8.3

Configuration or Software or 
Hardware or Outsource

Sanitize or destroy information system media containing Federal 
Contract Information (FCI) before disposal or release for reuse.

(b)(1)(viii) 3.10.1
Administrative Control

Limit physical access to organizational information systems, 
equipment and the respective operating environments to 

authorized individuals.

(b)(1)(ix) 3.10.3
Administrative Control Escort visitors and monitor visitor activity.

(b)(1)(ix) 3.10.4
Administrative Control Maintain audit logs of physical access.

* One solution, could be others.
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FAR 21 Requirement NIST SP 800-171 Equivalent 
Requirement NIST SP 800-171 Language

Laundry List of Artifacts which are meant to give you ideas of what kind of 
Objective Proof you can supply on each of the 110 requirements

 Documented policies, standards & procedures

 Supporting documentation to demonstrate how (software, hardware, etc.) is 

properly & securely implemented

 Screen shot of everything that could provide objective proof 

 Documents or screenshot which demonstrate a capability

 Documents or screenshot to show how software or hardware are properly and 

securely configured

 Screen Shots groups and membership assignment

 Documentation to demonstrate change management practices 

reviewed/approved

 Data Flow Diagram (DFD)

 Screen shot of firewall rules with business justification

 Documentation of role-based security training being performed

 Screen shot of access control settings

 Screen shot of AD settings, or other IAM interface

(b)(1)(ix)
3.10.5

Administrative Control
Physical Control

Control and manage physical access devices.

(b)(1)(x) 3.13.1
Hardware Solution*

Monitor, control and protect organizational 
communications (e.g., information transmitted or 

received by organizational information systems) at the 
external boundaries and key internal boundaries of 

the information systems.

(b)(1)(xi) 3.13.5
Technical Control

Implement subnetworks for publicly accessible system 
components that are physically or logically separated 

from internal networks.

(b)(1)(xii)
3.14.1

Administrative Control Identify, report and correct information and 
information system flaws in a timely manner.

(b)(1)(xiii) 3.14.2
Software Solution*

Provide protection from malicious code at appropriate 
locations within organizational information systems.

(b)(1)(xiv) 3.14.4
Technical Control

Update malicious code protection mechanisms when 
new releases are available.

(b)(1)(xv) 3.14.5
Software Solution*

Perform periodic scans of the information system and 
real-time scans of files from external sources as files 

are downloaded, opened or executed.

* One solution, could be others.
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How to use these CMMC 2.0 Documents
 Inventory your Information System
 See the Blue Cyber “Where to begin with NIST SP 800-171”

 Scope your Assessment
 Utilize the Key Sections of the Self-Assessment Guide

1. Assessment Objectives from NIST SP 800-171A
2. Potential Assessment Methods
3. Discussion (provides a practical understanding)
4. Further Discussion
5. Example
6. Potential Assessment Considerations

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2022-0373,  27 Jan 2022
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Example: AC.L1-3.1.2 – TRANSACTION & FUNCTION CONTROL
Limit information system access to the types of transactions and functions that authorized users are permitted to execute.

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2022-0373,  27 Jan 2022



11

Example: AC.L1-3.1.2 – TRANSACTION & FUNCTION CONTROL
Limit information system access to the types of transactions and functions that authorized users are permitted to execute.
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Example: AC.L1-3.1.2 – TRANSACTION & FUNCTION CONTROL
Limit information system access to the types of transactions and functions that authorized users are permitted to execute.
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Example: AC.L1-3.1.2 – TRANSACTION & FUNCTION CONTROL
Limit information system access to the types of transactions and functions that authorized users are permitted to execute.
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Example: AC.L1-3.1.2 – TRANSACTION & FUNCTION CONTROL
Limit information system access to the types of transactions and functions that authorized users are permitted to execute.

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2022-0373,  27 Jan 2022
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Now Repeat for each of the 17 Security Requirements
 Document your results

 Document your Evidence 

 Set a schedule to update

 Ask your questions

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2022-0373,  27 Jan 2022
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Any Questions?
 This briefing is not a substitute for reading the FAR and DFARS in your contract.

 This presentation and twenty other presentations in the DAF CISO Blue Cyber Educational 
Series and be found on the DAF CISO  webpage:  https://www.safcn.af.mil/CISO/Small-
Business-Cybersecurity-Information/

 Please provide questions, feedback or if you just want to talk about your cyber security 
/data protection questions to Kelley.Kiernan@us.af.mil

Daily Office Hours for answering/researching your questions about DAF Small 
Business cybersecurity and data protection!

Every Tuesday 1pm EST, dial in for the DAF CISO Small Business Cybersecurity Ask-
Me-Anything. Register in advance for this Zoom Webinar: 
https://www.zoomgov.com/webinar/register/WN_6Gz84TQGRvm6YHMSVyE0Qg

Unclassified.  Not cleared for Public Release SAF/CNZ

https://www.safcn.af.mil/CISO/Small-Business-Cybersecurity-Information/
mailto:Kelley.Kiernan@us.af.mil
https://www.zoomgov.com/webinar/register/WN_6Gz84TQGRvm6YHMSVyE0Qg
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The Blue Cyber Education Series for DAF 
Small Businesses on the 

DAF CISO webpage
www.safcn.af.mil/CISO/Small-Business-

Cybersecurity-Information/

Daily Office Hours for 
answering/researching your questions 

about DAF Small Business cybersecurity 
and data protection!

Every Tuesday  1pm EST, dial in for the 
DAF CISO Small Business Cybersecurity 

Ask-Me-Anything. Register in advance for 
this Zoom Webinar: 

https://www.zoomgov.com/webinar/register/
WN_6Gz84TQGRvm6YHMSVyE0Qg

Unclassified.  Not cleared for Public Release SAF/CNZ

https://www.zoomgov.com/webinar/register/WN_6Gz84TQGRvm6YHMSVyE0Qg
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