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Applies when a cloud solution is being used to process data on the DoD's behalf or DoD 
is contracting with Cloud Service Provider to host/process data in a cloud 

Ensures that the cloud service provider: 
 Meets requirements of the DoD Cloud Computing Security Requirements Guide 
 Use government-related data only to manage the operational environment that supports 

the Government data and for no other purpose
 Complies with requirements for cyber incident reporting and damage assessment

DFARS Clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident 
Reporting, applies when a contractor intends to use an external cloud service provider to store, 
process, or transmit covered defense information in the performance of a contract. DFARS Clause 
252.204-7012 requires the cloud service provider to meet security requirements equivalent to 
those established for the Federal Risk and Authorization Management Program (FedRAMP) 
Moderate baseline.

DFARS Clause 252.239-7010 ― Cloud Computing Services
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DISA Cloud Computing SRG

https://dl.cyber.mil/cloud/SRG/index.html
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Impact Level = DISA-Approved Clouds
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Cloud Computing as-a-service

SaaS
Software-as-a-service, also known as cloud application services, is the most 
comprehensive form of cloud computing services, delivering an entire 
application that is managed by a provider, via a web browser.

Software updates, bug fixes, and general software maintenance are handled 
by the provider and the user connects to the app via a dashboard or API. 
There’s no installation of the software on individual machines and group 
access to the program is smoother and more reliable.

You’re already familiar with a form of SaaS if you have an email account with 
a web-based service like Outlook or Gmail, for example, as you can log into 
your account and get your email from any computer, anywhere.

https://www.redhat.com/en/topics/cloud
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Fed RAMP Certification for
Cloud Service Providers

ART
Guy looking for a cloud –
don’t know where it came 
from… Help

www.fedramp.gov > marketplace
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ATO and Assess-Only/ATU
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Homepage/Small-Business-Cybersecurity-Information/
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https://software.af.mil/team/cloud-one/
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Advantages of Cloud One
• Cloud One is a multi-hybrid cloud environment with centrally-funded hosting that utilizes 

both Amazon Web Services and Microsoft Azure to host the Air Force’s enterprise general 
purpose applications at the Impact Levels (IL) 2, 4 and 5. As of May 2021, Additionally, 
Cloud One is able to support IL2 workloads in Google Cloud Platform (GCP) and will soon 
host higher levels of classification in both GCP and Oracle cloud offerings. When you are 
ready to begin or continue your cloud journey, the Cloud One team will discuss your 
capability needs and provide a way forward with an approved delivery partner. 

• Cloud One provides a plethora of services that will accelerate the accreditation process, 
ensure continuing compliance with security controls, and facilitate rapid future deployment 
of capabilities. We need to take advantage of the rapid ATO-inheritance and Real-time 
Compliance that Cloud One offers. Additionally, Cloud One offers a wide range of native 
cloud services, including DISA-approved “guardrails” that allow system and application 
owners to focus on maintaining their applications rather than spending valuable time 
managing their own hosting environment and underlying infrastructure.
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Cloud One Hosted – Mission Partners
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CNCF compliant Kubernetes (K8S)
Includes Site Reliability Engineers (SREs) etc.

Development Team selects between approved K8S stacks

Fully containerized, leverages DoD approved containers from
DCAR Development Team selects tools from 172 approved containers

or custom containers

Brings baked-in security and 
Microservices architecture enablement

Development Teams can build 
software/microservices leveraging 

hardened containers

Infrastructure 
Layer 

Platform Layer 

Continuous Integration / 
Continuous Delivery 

(CI/CD) Layer

Service Mesh Layer

Application Layer

DevSecOps/Platform One/Cloud One Relationship
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https://www.cloud.mil/milcloud-20/
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POC: John Hale @ DISA
john.e.hale.civ@mail.mil
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Software Factories
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Cloud Threat 
Landscape
www.dc3.mil

>>DIB Cybersecurity
>>DCISE Analytics

Distribution Statement A: Approved for public release. Distribution is unlimited. Case Number: AFRL-2021-3216, 22 September 2021.

Presenter
Presentation Notes
https://www.dc3.mil/Portals/100/Documents/DC3/Directorates/DCISE/Slick%20Sheets/DCISE-DIB-CyberThreats-CY21-Q2-Final-1.pdf?ver=JPFUa9MEMGFjqK3LNifO_w%3d%3d&timestamp=1626884361424

http://www.dc3.mil/


References
• DISA CC SRG:   https://dl.cyber.mil/cloud/SRG/index.html
• FedRAMP Marketplace (DOD  Cloud Service Offerings) 

https://disa.deps.mil/org/RMED/cas/SitePages/CSOCatalog.aspx
• DAF ATO Process:  https://static.e-publishing.af.mil/production/1/saf_cn/publication/afi17-

101/afi17-101.pdf
• DIDB Cyber Threats:  https://www.dc3.mil/Organizations/DIB-Cybersecurity/DCISE-Slick-Sheets/
• Cloud One:  https://www.cloudone.com/
• Platform One:  https://p1.dso.mil/
• Mil Cloud:  https://www.cloud.mil
• DFARS 252.239-7010  Cloud Computing Services  

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252239.htm#252.239-7010
• Fast Track ATO Process Blue Cyber Briefing:  https://www.safcn.af.mil/Organizations/CISO-

Homepage/Small-Business-Cybersecurity-Information/
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Any Questions?
 This briefing is not a substitute for reading the FAR and DFARS in your contract.

 This presentation and other presentations in the DAF CISO Blue Cyber Educational Series 
and be found on the DAF CISO  webpage:  https://www.safcn.af.mil/CISO/Small-Business-
Cybersecurity-Information/

 Please provide questions, feedback or if you just want to talk about your cyber security 
/data protection questions to Kelley.Kiernan@us.af.mil

Daily Office Hours for answering/researching your questions about DAF Small 
Business cybersecurity and data protection!

Every Tuesday, 1pm Eastern, dial in for the DAF CISO Small Business Cybersecurity 
Ask-Me-Anything. Register in advance for this Zoom Webinar: 
https://www.zoomgov.com/webinar/register/WN_6Gz84TQGRvm6YHMSVyE0Qg
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