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Events, Newsletters, Training
Source URL

National Security Innovation Network (NSIN) Newsletter https://www.nsin.mil/resources/

A series of SBIR/STTR training https://apex-innovates.org/services/education-training

DOD CIO Training for Small Businesses https://www.projectspectrum.io/#!/

Federal Lab Consortium Training and Events https://federallabs.org/events

Small Business Administration Training and Events https://www.sbir.gov/events
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NIST
Source URL

NIST MEP Cybersecurity Self-Assessment Handbook For 
Assessing NIST SP 800-171 Security Requirements in 
Response to DFARS Cybersecurity Requirements.  One full 
page of explanation for each of the 110 security requirements

https://nvlpubs.nist.gov/nistpubs/hb/2017/NIST.HB.162.pdf

Select any of the NIST 800-171 controls to view the multiple  
available public resources:

https://my.exostar.com/display/TE/NIST+800-
171+Controls+Information

How are the NIST SP 800-171 security requirements supposed 
to be assessed?

https://csrc.nist.gov/publications/detail/sp/800-
171a/archive/2018-02-20

The single best source of help to you as a DAF SBIR/STTR firm 
or Small Business is your state NIST MEP Center

www.nist.gov/mep

MS Word NIST Templates for a System Security Plan https://csrc.nist.gov/publications/detail/sp/800-171/rev-
2/final
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DOD
Source URL

DOD Small Business Programs https://business.defense.gov/
Sign up for Webinars   
https://mailchi.mp/aaf3f03e227a/webinar-signup

DAF Chief Information Security Officer https://www.safcn.af.mil/CISO/Small-Business-Cybersecurity-
Information/

SBIR Tutorial from SBA (not DOD) https://www.sbir.gov/tutorials/cyber-security/tutorial-3

DOD CIO Library https://dodcio.defense.gov/Library/

DOD Social Media Education and Training https://dodcio.defense.gov/Social-Media/SMEandT/

CMMC https://www.acq.osd.mil/cmmc/
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FAR & DFARS
Source URL

DFARS 
• 252.204-7008 Compliance with Safeguarding Covered Defense Information Controls.
• 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting.
• 252.204-7020 NIST SP 800-171 DoD Assessment Requirements.
• 252.204-7021 Cybersecurity Maturity Model Certification Requirement.

https://www.acq.osd.mil/dpap/dars/dfars/html/cur
rent/252204.htm

DFARS 252.239-7010 Cloud Computing Services. https://www.acq.osd.mil/dpap/dars/dfars/html/cur
rent/252239.htm#252.239-7010

FAR  52.204-21 
Basic Safeguarding of Covered Contractor Information Systems.

https://www.acquisition.gov/far/52.204-21-0

FAR 52.204-23 
Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by 
Kaspersky Lab and Other Covered Entities

https://www.acquisition.gov/far/52.204-23

FAR 52.204-25 
Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or 
Equipment

https://www.acquisition.gov/far/52.204-25
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Threat Information

Source URL

Cybersecurity & infrastructure Security Agency (CISA) Alerts 
and Resources

https://us-cert.cisa.gov/ncas/alerts

Resources on the latest vulnerabilities, exploits and their 
remediation as identified by NIST

https://ndisac.org/dibscc/cyberassist/awareness/latest-
vulnerabilities-exploits-and-remediation/

The DIB SCC Task Force Working Group Top 10 high value 
controls are a set of prioritized controls that is used to 
enhance contractual and regulatory requirements.

https://ndisac.org/dibscc/implementation-and-
assessment/top-10-high-value-controls/

DOD-Defense Industrial Base  (DIB) Collaborative Information 
Sharing Environment (DCISE)

https://www.dc3.mil/Organizations/DIB-Cybersecurity/DIB-
Cybersecurity-DCISE/

See the Blue Cyber presentation on “Threats to the DIB Small Business Community”
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Where to ask questions
Source URL

Really Stuck?  Try Defense Industrial Base Sector Coordinating Council https://ndisac.org/dibscc/contact-us/

The folks evaluate NIST 800-171 compliance for the DoD, Defense Contract 
Management Agency, which houses the Defense Industrial Base Cybersecurity 
Assessment Center, They certify the CMMC Assessors and conduct the Medium 
and High assessments mentioned in DFARS 204.252-7020 .  

The DCMA Small Business Help Desk:  dcma.lee.hq.mbx.small-business-center-
support@mail.mil

NIST Small Business Cyber Security Corner Team HELP DESK: smallbizsecurity@nist.gov

Questions about FedRAMP info@FedRAMP.gov

Questions about the Cloud Computing SRG disa.letterkenny.re.mbx.stig-customer-support-mailbox@mail.mil

SPRS Questions dcma.lee.hq.mbx.dibcacscheduling-inbox@mail.mil

Very specific CMMC questions cmmcsupport@cmmcab.org or https://www.acq.osd.mil/cmmc/contact-
us.html

Help from the CISA experts central@cisa.gov

Cybersecurity and Threat Questions dc3.dcise@us.af.mil
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www. dodprocurementtoolbox.com  > Cybersecurity
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The Blue Cyber Education Series for DAF 
Small Businesses on the 

DAF CISO webpage
www.safcn.af.mil/CISO/Small-Business-

Cybersecurity-Information/

Daily Office Hours for 
answering/researching your questions 

about DAF Small Business cybersecurity 
and data protection!

Every Tuesday  1pm EST, dial in for the 
DAF CISO Small Business Cybersecurity 

Ask-Me-Anything. Register in advance for 
this Zoom Webinar: 

https://www.zoomgov.com/webinar/register/
WN_6Gz84TQGRvm6YHMSVyE0Qg
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