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SBIR+ STTR

Events, Newsletters, Training

Source URL

National Security Innovation Network (NSIN) Newsletter https://www.nsin.mil/resources/

A series of SBIR/STTR training https://apex-innovates.org/services/education-training
DOD CIO Training for Small Businesses https://www.projectspectrum.io/#!/

Federal Lab Consortium Training and Events https://federallabs.org/events

Small Business Administration Training and Events https://www.sbir.gov/events

Distribution Statement A: Approveed for public release. Distribution is unlimited. Case Number: AFRL-2021-2735, 18 Aug 2021.




A

SBIR

A = R
VvV = R

STTR

NIST

Source

NIST MEP Cybersecurity Self-Assessment Handbook For
Assessing NIST SP 800-171 Security Requirements in
Response to DFARS Cybersecurity Requirements. One full
page of explanation for each of the 110 security requirements

Select any of the NIST 800-171 controls to view the multiple
available public resources:

How are the NIST SP 800-171 security requirements supposed
to be assessed?

The single best source of help to you as a DAF SBIR/STTR firm
or Small Business is your state NIST MEP Center

MS Word NIST Templates for a System Security Plan

URL
https://nvipubs.nist.gov/nistpubs/hb/2017/NIST.HB.162.pdf

https://my.exostar.com/display/TE/NIST+800-
171+Controls+Information

https://csrc.nist.gov/publications/detail/sp/800-
171a/archive/2018-02-20

www.nist.gov/mep

https://csrc.nist.gov/publications/detail/sp/800-171/rev-
2/final
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Source

DOD Small Business Programs

DAF Chief Information Security Officer

SBIR Tutorial from SBA (not DOD)

DOD CIO Library

DOD Social Media Education and Training

CMMC

) SBIR*STTR

DOD

URL

https://business.defense.gov/
Sign up for Webinars
https://mailchi.mp/aaf3f03e227a/webinar-signup

https://www.safcn.af.mil/CISO/Small-Business-Cybersecurity-
Information/

https://www.sbir.gov/tutorials/cyber-security/tutorial-3

https://dodcio.defense.gov/Library/

https://dodcio.defense.gov/Social-Media/SMEandT/

https://www.acq.osd.mil/cmmc/
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SBIR + STTR

FAR & DFARS

Source

DFARS

 252.204-7008 Compliance with Safeguarding Covered Defense Information Controls.

» 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting.
o 252.204-7020 NIST SP 800-171 DoD Assessment Requirements.

» 252.204-7021 Cybersecurity Maturity Model Certification Requirement.

DFARS 252.239-7010 Cloud Computing Services.

FAR 52.204-21
Basic Safeguarding of Covered Contractor Information Systems.

FAR 52.204-23
Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab and Other Covered Entities

FAR 52.204-25
Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or
Equipment

URL

https://www.acq.osd.mil/dpap/dars/dfars/html/cur
rent/252204.htm

https://www.acq.osd.mil/dpap/dars/dfars/html/cur
rent/252239.htm#252.239-7010
https://www.acquisition.gov/far/52.204-21-0

https://www.acquisition.gov/far/52.204-23

https://www.acquisition.gov/far/52.204-25
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Threat Information

Source URL

Cybersecurity & infrastructure Security Agency (CISA) Alerts https://us-cert.cisa.gov/ncas/alerts

and Resources

Resources on the latest vulnerabilities, exploits and their https://ndisac.org/dibscc/cyberassist/awareness/latest-
remediation as identified by NIST vulnerabilities-exploits-and-remediation/

The DIB SCC Task Force Working Group Top 10 high value https://ndisac.org/dibscc/implementation-and-

controls are a set of prioritized controls that is used to assessment/top-10-high-value-controls/

enhance contractual and regulatory requirements.

DOD-Defense Industrial Base (DIB) Collaborative Information https://www.dc3.mil/Organizations/DIB-Cybersecurity/DIB-
Sharing Environment (DCISE) Cybersecurity-DCISE/

See the Blue Cyber presentation on “Threats to the DIB Small Business Community”
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Where to ask questions

Source
Really Stuck? Try Defense Industrial Base Sector Coordinating Council

The folks evaluate NIST 800-171 compliance for the DoD, Defense Contract
Management Agency, which houses the Defense Industrial Base Cybersecurity
Assessment Center, They certify the CMMC Assessors and conduct the Medium
and High assessments mentioned in DFARS 204.252-7020.

NIST Small Business Cyber Security Corner Team HELP DESK:

Questions about FedRAMP

Questions about the Cloud Computing SRG
SPRS Questions

Very specific CMMC questions

Help from the CISA experts

Cybersecurity and Threat Questions

URL
https://ndisac.org/dibscc/contact-us/

The DCMA Small Business Help Desk: dcma.lee.hg.mbx.small-business-center-
support@mail.mil

smallbizsecurity@nist.gov

info@FedRAMP.gov

disa.letterkenny.re.mbx.stig-customer-support-mailbox@mail.mil

dcma.lee.hg.mbx.dibcacscheduling-inbox@mail.mil

cmmecesupport@cmmecab.org or https://www.acq.osd.mil/cmmc/contact-
us.html

central@cisa.gov

dc3.dcise@us.af.mil
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Find a Location Donate SCORE en Espafiol Volunteer Log In

SCORE % s

FIND A MEN 2 AKE A P } E THE LIBR/ VOLUNTEER OURIMPACT ABOUT US

Small Business Help
From SCORE

SCORE has the largest network of free volunteer small business

mentors in the nation. No matter what stage your business is at
SCORE has a mentor for you. Easily request a mentor to help you

start, grow, or transition your business today!

Find a Mentor » SBIR/STTR Firms!

Grow with Google Digital Readiness Series

SCORE has partnered with Grow with Google to bring you a Digital Readiness Series. By completing this
course you will receive a completion certificate from Google! Through video and on-demand classes you
3 can go through this series at your own pace and schedule. After finishing these courses you'll possess all

the knowledge you need to launch and grow your business on a digital platform.

Take The Series b



Presenter
Presentation Notes
www.score.org


MAN U FACT U RI N G MEP;S a put:e::n;privat? partnership with Centers in all 50 states -:;nd P:erto Rico ded;cated to s}erv;ng smc;ﬁ and

medium-si manufacturers. Last year, MEP Centers interacted with 27,574 manufacturers, leading to 513.0
EXT E N s I O N PA RTN E Rs H l P billion in sales, $2.7 billion in cost savings, $4.9 billion in new client investments, and helped create or retain
(M EP) 105,748 jobs.

EXTEMSION PARTMNERSHIP®

P —— www.hist.gov/mep

Coronavirus: Resources, Updates, and What You Should Know

ABOUT NIST MEP

+
MEP NATIONAL +
NETWORK

EXECUTIVE ORDER 14005
HOW THE NETWORK HELPS Bl CONNECT WITH YOUR LOCAL

REERERSCaH NG MANUEACTURERS MEP CENTER SUPPLIER SCOUTING

CYBERSECURITY

RESOURCES FOR
MANUFACTURERS
MATTR

MANUFACTURING
INFOGRAPHICS

MANUFACTURING EXECUTIVE ORDER 14005 ON ENSURING THE FUTURE IS MADE IN ALL OF AMERICA BY ALL OF
REPORTS AMERICA’S WORKERS

MANUFACTURING DAY

MANUFACTURING
INNOVATION BLOG

CONTACT Us

ALL 51 MEP CENTERS HELPING U.S. MANUFACTURERS MAKE SUCH THINGS AS PPE FROM THE
$50M APPROPRIATED BY CONGRESS

CONNECT WITH US

— Mo pE—
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4 Department of Defense Home FAQs Calendar ContactUs

.“/ Procurement Toolbox

Government Furnished Property | Unique ID~ | eBusiness~ | Purchase Card~ | Cybersecurty~ | Procure to Pay (P2P) | Contract Closeout~ | SAM.gov~

Home » Cybersecurity

Cybersecurity in DoD Acquisition Cybersecurity in DoD Acquisition Regulations

Regulations The threats facing the DoD's unclassified information have dramatically increased as we provide maore services online, digitally store data,
» Policy/Regulations and rely on contractors for a variety of information technology services. Recent high-profile incidents involving government information

» FAQs demand that information system security requirements are clearly, effiectively, and consistently communicated to both government and

» Other Resources industry.

The contents of this “Cybersecurity in Acquisition Regulations” page addresses the DoD's ongoing efforts —executed in partnership with
industry — to improve the nation's cybersecurity. Specifically, it addresses DoD's effort to:

« Ensure that unclassified DoD information residing on or transiting through covered contractor networks or information systems is
safeguarded from cyber incidents and that any consequences associated with loss of this information are assessed and minimized,
and

» Understand when a cyber incident impacts a company’s ability to provide operationally critical support to DoD.

The DoD needs to protect it's information — whether it resides on the Department's networks and systems, or on the networks and systems
of our partners in industry — so that our capabilities are not exploited, misdirected, countered, or cloned. Protecting this information will
save warfighter lives. The cyber threat is not going away — we must defend our networks and systems, and the information that resides on
them. Cybersecurity is a shared challenge, and we must work together to address it and reduce risk.

www. dodprocurementtoolbox.com > Cybersecurity
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£ SBIR-STTR

America's Seed Fund® About - Funding ~

= ® " FOWERED BY 5BA

Home » Resources » Local Assistance = Hawaii

Local Assistance

Hawa '

Local Resource Type
U Federal and State Kapale
Technology (FAST) Partnership
Program Awardee

CsBA Growth Accelerator f 4

(GA)

O Procurement Technical
Assistance Center [PTAC)

[ small Business
Development Center (SBDC)

[Jsea Regional Innovation
Cluster (RIC)

Cstate Contact [STATE)

[Manufacturing Extension
Partnership (MEP]

CINIH Proof-of-Concept
Center {(FOCC)

CBuild-to-Scale (B25)

Google
CIMBDA Business Center e

Reports ~

Malaka'

Showcase -

aptain Cooke Hawai

—

ﬂ_a_s_ n/Register '0:1-:r'.:|:t s QS::J'CI' LB':

Announcements - Resources -

sland of
Hawai'i T —
Volcanoes

Matinnal Park
Keyboard shortcuts  Map data 82022 Google Terms of Use
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www.dla.mil/SmallBusiness/PTAP/
https://business.defense.gov/Portals/57/Documents/Webcast%20%20PTAP.pdf?ver=N89R8wNm7TU%3d

What PTACs Provide at No Cost: • Training related to contracts with DoD, other federal agencies, state and local govts • Identify prime & subcontracting opportunities • Prime-specific subcontractor training • Understanding procedures, requirements, rules, statutes, clauses and regulations • Registrations: SAM, DSBS, DLA’s DIBBS, WAWF etc. • Preparing and submit

A Government Partner • Knowledge of local small business communities and their capabilities for effective market research • Collaborate with government for outreach to industry • Refer a business for one-on-one assistance • Team for specific assistance, e.g., matchmaking events for certain commodities or procurements, agency-specific requirements training, pre-solicitation conferences, pitch days, identify and train subcontractor sing bids & proposals • Assist with cybersecurity self-assessment and CMMC • Facilitate introductions, collaboration opportunities


— —— | m——

l- wern W S www.aptac-us.org

@ Welcome, Guest | Member Login
- ol
== T Technical @ Find a PTAC

Q

HOME ABOUTUS GOVERNMENT CONTRACTING ASSISTANGE  APTACPARTNERS PTAGLOGIN  CONTACT US
-~ 2 .. -

Find a PTAC Selecta State v

HELP FOR GOVERNMENT CONTRACTING

Click on the map below or select your state above to Procurement Technical Assistance Centers (PTACs) .
find the Procurement Technical Assistance Center . . . Contracting Success
Free Help with SAM Registration — and other

nearest you. - -
- government contracting issues.

fn 2018 PTAC clients were
System for Award Management (SAM) registration is FREE, and your PTAC can awarded
help you with this and everything else you need to sell to federal, state and local

government agencies at little or no charge sz4 BII_I_IUN IH

Find American Indian PTACs »

i
.......

b Workshops and Matchmaking Events teach you what you need to know GUHTHAGTS
and connect you with other businesses and agency buyers.
b One-on-One Counseling tailored to your specific needs - always free of with over
charge!
57,000 businesses

Find your PTAC now!» recelving assistance.

see also APTAC's Government Contracting Learn More 3

Intelligence blog.
ASSISTANCE FOR SMALL BUSINESSES
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S A F/ C N OFFICE OF THE CHIEF INFORMATION OFFICER

The Blue Cyber Education Series for DAF
Small Businesses on the
DAF CISO webpage
www.safcn.af.mil/CISO/Small-Business-
Cybersecurity-Information/

Daily Office Hours for
answering/researching your questions
about DAF Small Business cybersecurity
and data protection!

Every Tuesday 1pm EST, dial in for the
DAF CISO Small Business Cybersecurity
Ask-Me-Anything. Register in advance for

this Zoom Webinar:

https://www.zoomgov.com/webinar/register/
WN_6Gz84TQGRVM6YHMSVYEOQg

DEPARTMENT OF AIR FORCE CISO BLUE CYBER SMALL BUSINES

l—-;.

REGISTER HERE FOR TUESDAY AMA'S

Click here for registration information for the Tuesday "Ask-me-  Cli
anything" C1S0 Cybersecurity SBIR sessions.

The Small Business Innovation Research (SBIR) and Small
Transfer (STTR) programs allow small, high-tech U.S. busii
the opportunity to provide innovative research and develog
response to critical U.S. Department of the Air Force need:s

This page summarizes the resources available to you as a
business with the Department of the Air Force. We've crez
handout that summarizes the information available on this

Looking for the main SBIR/STTR page? FitLAnatY

SMALL BUSINESS BLUE CYBER EDUCATION SERIES PRESENTATIONS

SMALL BUSIMNESS CYBERSECURITY MEMOS

BIOGRAPHIES COMTACTUS ABOUT US CYBERSECURITY

SMALL BUSINESS ELUE CYBER EDUCATION SERIES PRES

FOLLOWING THE CYBER DFARS

DOD CYBERSECURITY INCIDENT REPORTING

GET YOUR SPRS ON!

CAN | GIVE MY CONTRACTOR CUI

FAST TRACK ATC INFORMATION

PROTECTION OF COMMON CUI TYPES

SMALL BUSINESS CYBERSECURITY RESOURCES
SMALL BUSINESS NEEDS BIG CYBERSECURITY
THREAT BRIEFING FOR SMALL BUSINESSES
WHERE TO BEGIMN WITH MNIST SP 800-171

DOD CLOUD COMPUTING

HACKERS ARE WATCHING YOU

HARDEMING WINDOWS FOR NIST SP 800-171

MNIST SF 800-171 POLICY PROCEDURES OVERVIEW
QUESTIONS TO ASK WHEN CHOOSING A CYBERSECURITY SERVICES PRO'

CMMC 2.0 EXPLAINED

SMALL BUSINESS CYBERSECURITY MEMOS

CYBER SECURITY AND RESILIENCY INFORMATION FOR SMALL BUSINESSI

RELEASE OF DATA TO SMALL BUSINESSES
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