DEPARTMENT OF THE AIR FORCE
1800 AIR FORCE PENTAGON,
WASHINGTON, DC 20330

MEMORANDUM FOR DEPARTMENT OF THE AIR FORCE SMALL BUSINESS
INNOVATION RESEARCH AND SMALL BUSINESS
TECHNOLOGY TRANSFER PROGRAMS

FROM: Secretary of the Air Force Chief Data Officer (SAF/CO)
SUBJECT: Release of Data to Small Businesses

1. The Department of the Air Force adheres to strict data exchange and security policies to guide in the
use and release of data for contractors, civilian employees, and uniformed members of the United States
Air Force, United States Space Force, the Air Force Reserve and Air National Guard. Prohibiting
improper disclosure of data is vital to national security. This memorandum addresses existing policies
and guidance (Enclosure) for Small Businesses to reference in their responsibilities to keep Department of
the Air Force data secure. In addition, the following should also be considered:

a. Department of the Air Force data will be visible and accessible to Department of the Air Force
entities except where constrained by law, regulation, security classification, guidance, or policy. Even
when not constrained by exempted criterion, data exchange is tightly controlled. To keep data safe from
improper disclosure or loss, every instance of data sharing with Small Business should be conducted in
accordance with the most current Department of the Air Force guidance and at the direction of the local
data office and/or the contract technical representative.

b. Data must be protected while at rest, in motion, and in use (e.g., within applications, and
through analytics) for release to Department of the Air Force partners, including Small Business. A
disciplined approach to data protection, including enterprise attribute-based access control, allows the
Department of the Air Force to maximize the use of data while also employing the most stringent security
standards to protect the American people.

¢. The Department of the Air Force must account for the access, use, and disposition of all its data
assets. A good Department of the Air Force-Small Business contractor relationship begins with the
proper release of data. Suitability for data release is determined in a security and policy review process
managed by the Directorate of Public Affairs (SAF/PA). Subsequently, approval for release is obtained
through the appropriate chain of command.

2. Further guidance and support for Small Business data exchange and release is addressed in Frequently
Asked Questions via the SBIR/STTR website on www.afsbirsttr.af.mil. Please direct any questions to
the Air Force SBIR/STTR Help Desk at usaf.team@afsbirsttr.us.
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