
Both recruiters and cyber 
adversaries search for your 

clearance information online. 

Rather than listing specific 
clearance details, consider 

writing “clearance available 
upon request” in your 

summary section.

Confirm that your connections 
are whom they say they are. 

Counter-threat research found 
fake LinkedIn profiles 

connected with hundreds of 
unsuspecting people, 

conducting social engineering 
attacks.

Unclassified information such 
as name, location and/or time 
frame can become classified 
when combined. Adversaries 
use the combination to 
identify and exploit 
vulnerabilities leading to 
increased risk and potential 
mission failure.

When writing about your 
profession, do the following:
1. Identify critical 

information 
2. Analyze threats
3. Analyze vulnerabilities
4. Apply countermeasures 

Privacy settings allow you to 
restrict your public profile to 

your connections, network, or 
all LinkedIn members.

Visit LinkedIn’s Safety Center 
to learn about managing your 

account and privacy: 
https://safety.linkedin.com/
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If you are unsure of what to 
do, solicit advice from an 

immediate supervisor, security 
office, OPSEC PM, OPSEC 

Coordinator.

ASK

U.S. AIR FORCE 

CHIEF INFORMATION SECURITY OFFICE (CISO)

The office of the Chief Information Security Officer enables the US Air Force core missions – to fly, fight, and win –

by ensuring the cybersecurity and resiliency of systems, information, and staff.
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